
 
Attached file explaining the technical tests:  

 
We conducted network measurement tests on the ISP Orange, to determine if the website of Archive 
was blocked. In order to do this, we accessed http://www.archive.org in a web browser while collecting 
a packet capture using Wireshark. The page failed to load in the web browser, eventually returning a 
“The connection has timed out” error message. 

In the packet capture, we can see in more detail why the page failed to load. The first step, the domain 
name resolution, completed normally. In response to our DNS query, we received the IP address 
207.241.224.2, which is the correct IP address for Archive.  This is known because this IP address is in 
the ASN of Archive. 

However, all traffic sent to this IP address did not receive a response. The testing client began the 
process of establishing a connection with the Archive server by initiating the 3-way TCP handshake. 
After sending the initial SYN packet, the testing client does not ever receive a response. The client tried 
sending this SYN packet repeatedly, and not receiving a response it eventually gave up. 

These tests were repeated multiple times, and at no point did the testing client ever receive a response 
from the Archive server. This is highly suggestive of deliberate filtering. 
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